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Introduction
Thank you for  download ing API7  FR 
Server .  Th is  gu ide w i l l  he lp  you get  
s ta r ted w i th  us ing the API7  FR 
Server .  

To  ins ta l l  API7,  you need a  computer  
runn ing Ubuntu 18 .04/20.04 LTS.  

Th is  can e i ther  be a  phys ica l  mach ine 
or  a  VM on AWS/Azure/GCP.



System Requirements

Minimum Recommended
OS Ubuntu 18.04/20.04 LTS

Desktop or Server
CPU Intel Core i5 5th gen or 

later
Intel Core i9 12th gen or 

later
Clock speed 2.2 GHz, 2 cores, 4 

threads
3.2 GHz, 16 cores, 24 

threads
RAM 8GB 8GB

Free Disk Space 600MB 1GB

The following table lists the minimum and recommended specifications of 
machines running the software:

Performance will vary with the clock speed and number of cores for the 
underlying hardware you are executing the server on.



Configuration

The setup package consists of an api7.ini f i le which can be used 
to configure certain parameters to suit your needs and compute:
[API7]
# This enables /clear end-point to clear (remove) all your data
# good for testing, but turn off for production
EnableClear = yes

# Allowed ModelUsed values: RMCFV1, RLCFV1
# Removing the ModelUsed line defaults to RMCFV1 
ModelUsed = RMCFV1

# When set to true, redirects traffic from http://.. to https://.. 
EnforceHTTPS = False

# Port where the API is running on
# Removing this line defaults to port 7777
APIPort = 7777

T he  f o l l ow ing  a r e  t h e  i m p o r t an t  
p a r a m e t e r s  t o  a d j u s t :

E n a b l e C l e a r :  B y  d e f a u l t ,  t h i s  i s  s e t  t o  
y e s  a nd  t h e  A P I  p r o v i d e s  a  / c l e a r  
e nd p o i n t  t o  r em o ve  a l l  y o u r  d a t a  
( g o o d  f o r  t e s t i n g ,  b u t  t u r n  o f f  i n  
p r o d u c t i o n )

M o d e l U s e d :  T h i s  c a n  b e  c o n f i g u r ed  t o  
e i t h e r  R MCF V 1  o r  R L CF V 1 .  I t  
d e t e r m i ne s  t h e  a l g o r i t hm  u s ed  f o r  
F a c i a l  R e c o g n i t i o n .  R MCF V 1  ( d e f a u l t )  
p r e s en t s  a  g o o d  t r a d e - o f f  b e tween  
s p eed  a nd  a c c u r a cy  a nd  R L CF V 1  i s  o u r  
b e s t  N I S T  v a l i d a t e d  m o d e l  ( #8  
g l o b a l l y )



Configuration

Continued from last page:

[API7]
# This enables /clear end-point to clear (remove) all your data
# good for testing, but turn off for production
EnableClear = yes

# Allowed ModelUsed values: RMCFV1, RLCFV1
# Removing the ModelUsed line defaults to RMCFV1 
ModelUsed = RMCFV1

# When set to true, redirects traffic from http://.. to https://.. 
EnforceHTTPS = False

# Port where the API is running on
# Removing this line defaults to port 7777
APIPort = 7777

EnforceHTTPS:When 
enabled, this redirects al l  
requests start ing with 
http:// to https://

APIPort: This is the port 
that the API wi l l  run on. 
With 7777 (default), you 
can access the API at:
http://localhost:7777



Accuracy

As mentioned previously, API7 can be 
conf igured to use one of two algorithms. 
In the ModelUsed conf iguration in the 
accompanying api7.ini f i le, you can set 
the algorithm to either RMCFV1 or 
RLCFV1, this algorithm should only be 
conf igured once during the setup of your 
deployment (do not change this after 
enroll ing persons).



Algorithm – RMCFV1
The resu l ts  (on the le f t)  show the a lgor i thm eva luated on the 
cha l lenging IJB-C dataset.  The negat ive compar isons (d i f ferent 
persons) are  shown in  b lue,  wh i le  the  pos i t ive compar isons  (same 
person) are  shown in  orange.  There were  19,557 pos i t ive 
compar isons  and 15,638,932 negat ive compar isons.

The graph shows the a lgor i thm’s s imi lar i ty scores  between pa i rs  
of  images.  0 .66 when se lec ted as  a  thresho ld separates  the  
pos i t ive pa i rs  f rom the negat ive pa i rs  – any match that  has  a  
score  of  0 .66 or  h igher,  can be cons idered to be the same person,  
wh i le  any match wi th  a  lower score  can be cons idered a  d i f ferent 
person.  

Th is  i s  dataset  spec i f i c ,  so i f  you are  us ing an eas ier  dataset  ( for  
example f ronta l  images),  you can use a  h igher  score  as  the 
thresho ld for  dec id ing i f  a  person is  a  match or  not .

There were  214 fa lse pos i t ives  and 1,002 fa lse  negat ives  for  the  
a lgor i thm (on the IJB-C dataset  o f  15,658,489 tota l  compar isons).

The RMCFV1 algorithm offers 
a good trade-off between 
speed and accuracy and is the 
default. 



Algorithm – RLCFV1

The RLCFV1 algorithm is our best algorithm which is 
highly accurate, NIST validated, and state of the art.

The results on the left show the model evaluated on 
the same challenging IJB-C dataset. As you can see 
from the results, both the number of false positives, 
and the number of false negatives is reduced.

The RLCFV1 algorithm is 
our NIST #8 ranked model 
which is highly accurate, 
state of the art, but 
relatively slower than 
RMCFV1. 



Algorithm – RLCFV1

The RLCFV1 algorithm 
offers our NIST #8 ranked 
model which is highly 
accurate, state of the art, 
but relatively slower than 
RMCFV1.

The following table shows the NIST evaluation of the 
RLCFV1 algorithm over several difficult datasets:

VISA 
Photos
FMR:1e-6

MUGSHOT
Photos
FMR:1e-5

MUGSHOT 
Photos >= 
12 years
FMR: 1e-5

VISABORDER
Photos
FMR:  1e-6

BORDER
Photos
FMR:1e-6

WILD
Photos
FMR: 1e-5

KIOSK
Photos
FMR: 1e-5

0.0047 0.0025 0.0031 0.0029 0.0338 0.0302 0.1014

At a specific False Match Rate (FMR), the table shows the 
False Non-Match Rate (FNMR).



What are the NIST evaluation datasets?

V I S A

• T h e  n u m b e r  o f  i m a g e s  i s  o n  t h e  o r d e r  o f  1 0 5.  

• T h e  n u m b e r  o f  s u b j e c t s  i s  o n  t h e  o r d e r  o f  1 0 5.  

• T h e  n u m b e r  o f  s u b j e c t s  w i t h  t w o  i m a g e s  o n  t h e  o r d e r  o f  1 0 4.  

• T h e  i m a g e s  h a v e  g e o m e t r y  i n  r e a s o n a b l e  c o n f o r m a n c e  w i t h  t h e  I S O / I E C  1 9 7 9 4 - 5  F u l l  F r o n t a l  i m a g e  t y p e .  

• P o s e  i s  g e n e r a l l y  e x c e l l e n t .  

• T h e  i m a g e s  a r e  o f  s i z e  2 5 2 x 3 0 0  p i x e l s .  

• T h e  m e a n  i n t e r o c u l a r  d i s t a n c e  ( I O D )  i s  6 9  p i x e l s .  

• T h e  i m a g e s  a r e  o f  s u b j e c t s  f r o m  g r e a t e r  t h a n  1 0 0  c o u n t r i e s ,  w i t h  s i g n i f i c a n t  i m b a l a n c e  d u e  t o  v i s a  i s s u a n c e  p a t t e r n s .  

• T h e  i m a g e s  a r e  o f  s u b j e c t s  o f  a l l  a g e s ,  i n c l u d i n g  c h i l d r e n ,  a g a i n  w i t h  i m b a l a n c e  d u e  t o  v i s a  i s s u a n c e  d e m a n d .  

• M a n y  o f  t h e  i m a g e s  a r e  l i v e  c a p t u r e .  

• A  s u b s t a n t i a l  n u m b e r  o f  t h e  i m a g e s  a r e  p h o t o g r a p h s  o f  p a p e r  p h o t o g r a p h s .  

• W h e n  t h e s e  i m a g e s  a r e  i n p u t  t o  t h e  a l g o r i t h m ,  t h e y  a r e  l a b e l l e d  a s  b e i n g  o f  t y p e  ” I S O ” - s e e  T a b l e  4  o f  t h e  F R V T  A P I .



What are the NIST evaluation datasets?

VISA Images  II

• The  numbe r  o f  images  i s  on  the  o rde r  o f  10 6.  

• The  numbe r  o f  sub je c t s  i s  on  the  o rde r  o f  10 6.  

• The  numbe r  o f  sub je c t s  w i th  two  images  on  the  o rde r  o f  10 6.  

• The  images  have  geomet r y  i n  r easonab l e  con f o rmance  w i th  the  ISO/ IEC  19794-5  Fu l l  F r on ta l  image  t ype .  

• The  images  a r e  o f  s i z e  300x300  p i xe l s .  The  mean  i n t e rocu l a r  d i s t ance  ( IOD)  i s  61  p i xe l s .

• The  images  a r e  o f  sub je c t s  f r om g rea te r  t han  100  coun t r i e s ,  w i th  s i gn i f i c an t  imba lance  due  t o  v i sa  
i s suance  pa t t e rns .  

• The  images  a r e  o f  sub je c t s  o f  a l l  ages ,  i n c l ud ing  ch i l d r en ,  aga in  w i th  imba lance  due  t o  popu la t i on  and  
immig ra t i on  pa t t e rns  and  demand .

• A l l  t he  images  a r e  l i v e  cap tu re .  

• When  these  images  a r e  i npu t  t o  t he  a l go r i t hm,  they  a r e  l abe l l ed  a s  be ing  o f  t ype  ” ISO” - see  Tab l e  4  o f  t he  
FRVT  AP I .



What are the NIST evaluation datasets?

M u g s h o t  I m a g e s

• T he  num b e r  o f  i m a g e s  i s  o n  t h e  o r d e r  o f  1 0 6.  

• T he  num b e r  o f  s ub j e c t s  i s  o n  t h e  o r d e r  o f  1 0 6.  

• T he  num b e r  o f  s ub j e c t s  w i t h  two  i m a g e s  o n  t h e  o r d e r  o f  1 0 6.  

• T he  i m a g e s  h a ve  g eo m e t r y  i n  r e a s o na b l e  c o n f o r m anc e  w i t h  t h e  I S O / I EC  1 9 7 9 4 - 5  F u l l  F r o n t a l  i m a g e  t y p e .  

• T he  i m a g e s  a r e  o f  v a r i a b l e  s i z e s .  

• T he  m ed i a n  I O D  i s  1 0 5  p i x e l s .  

• T he  m ea n  I O D  i s  1 1 3  p i x e l s .  

• T he  1 - s t ,  5 - t h ,  1 0 - t h ,  2 5 - t h ,  7 5 - t h ,  9 0 - t h  a nd  9 9 - t h  p e r c en t i l e s  a r e  3 4 ,  5 8 ,  7 0 ,  8 7 ,  1 2 1 ,  1 6 1  a nd  2 9 7  p i x e l s .  

• T he  i m a g e s  a r e  o f  s ub j e c t s  f r o m  t h e  U n i t e d  S t a t e s .  

• T he  i m a g e s  a r e  o f  a d u l t s .  

• T he  i m a g e s  a r e  a l l  l i v e  c a p t u r e .  

• W hen  t h e s e  i m a g e s  a r e  i n p u t  t o  t h e  a l g o r i t hm ,  t h e y  a r e  l a b e l l e d  a s  b e i n g  o f  t y p e  ” m ug sho t ” - s e e  T a b l e  4  o f  
t h e  F RVT A P I .



What are the NIST evaluation datasets?

Webcam Images

• The  number  o f  images  i s  on  the  o rde r  o f  10 6.  

• The  number  o f  sub je c t s  i s  on  the  o rde r  o f  10 6.  

• A l l  sub jec t s  have  a  webcam image ,  and  a  por t r a i t  image .  

• The  por t ra i t  images  a re  in  poor  con fo rmance  w i th  the  ISO/IEC  19794-5  Fu l l  F ronta l  image  type .  

• The  webcam images  a re  taken  w i th  a t  camera  o r i en ted  by  an  a t tendant  toward  a  coope ra t ing  sub je c t .  

• Th i s  i s  done  under  t ime  cons t r a i n t s  so  the re  a re  ro l l ,  p i t ch  and  yaw ang le  va r i a t i on .  

• A lso ,  backg round i l l um ina t i on  i s  somet imes  s t rong ,  so  the  f ace  i s  under  exposed .  

• There  i s  somet imes  pe rspec t i ve  d i s to r t i on  due  to  c l ose  range  images .  

• The  images  have  mean IOD o f  38  p i xe l s .  

• The  images  a re  a l l  l i ve  capture .  

• When these  images  a re  input  to  the  a lgor i thm ,  they  a re  l abe l l ed  as  be ing  o f  type  ”WILD” - see  Tab le  4  
o f  the  FRVT  API .



What are the NIST evaluation datasets?

Wild Images

• The number  o f  images i s  on  the  o rder  o f  105.  

• The number  o f  sub jec ts  i s  on  the  o rder  o f  103.  

• The number  o f  sub jec ts  w i th  two images on  the  o rder  o f  103.  

• The images  inc lude  many pho to journa l i sm-s ty le  images .  

• Images are  g iven to  the  a lgo r i thm us ing a  var iab le  bu t  genera l l y  t ight  c rop  o f  the  head .  

• Reso lut ion var ies  very  w ide ly .  

• The images  are  very  unconst ra ined ,  w i th  w ide  yaw and  p i t ch  pose  var ia t ion.  

• Faces  can  be  occ luded ,  inc lud ing ha i r  and  hands.  

• The images  are  o f  adu l ts .  

• Al l  o f the  images are  l i ve  cap ture ,  none are  scanned.  

• When these images  are  input  to  the  a lgor i thm, they  are  labe l l ed  as  be ing o f  t ype  ”WILD”- see  
Tab le  4  o f  the  FRVT API .



What do the numbers mean?

VISA Photos
FMR:1e-6

MUGSHOT
Photos
FMR:1e-5

MUGSHOT 
Photos >= 12 
years
FMR: 1e-5

VISABORDER
Photos
FMR:  1e-6

BORDER
Photos
FMR:1e-6

WILD
Photos
FMR: 1e-5

KIOSK
Photos
FMR: 1e-5

0.0047 0.0025 0.0031 0.0029 0.0338 0.0302 0.1014

VISA – A comparison of VISA photos with other VISA photos. If we’re 
allowed to misidentify 1 person in a million, we would correctly identify 
people 1 - 0.0047 = 99.53% of the time (TAR = 1 – FNMR).

MUGSHOT - A comparison of MUGSHOT photos with other MUGSHOT 
photos. If we’re allowed to misidentify 1 person in a 100k, we would 
correctly identify people 1-0.0025 = 99.75% of the time.

MUGSHOT >= 12 years - A comparison of MUGSHOT photos with other 
MUGSHOT photos (with more than 12 years age difference between the two 
photos). If we’re allowed to misidentify 1 person in a 100k, we would 
correctly identify people 1-0.0031 = 99.69% of the time.

VISABORDER (rank #8) – A comparison of VISA photos with webcam 
photos. If we’re allowed to misidentify 1 person in a million, we would 
correctly identify people 1 – 0.0029 = 99.71% of the time.

Similarly for BORDER (BORDER vs BORDER), WILD (WILD vs WILD), and 
KIOSK (KIOSK vs KIOSK)



Accuracy

Apart from selecting between these two models, you can also select FAST as 
your search mode, which optimizes for fast search over accuracy or ACCURATE
which prior it izes accuracy.

If  you plan to use ACCURATE mode, and the RLCFV1 model, we recommend 
that you choose a capable CPU (Xeon 3 rd generation is recommended) or a 
bigger instance in the cloud. 

However, i f  your planned search capacity is wel l  under 5 RPS (Requests per 
second), you can search using RLCFV1 model and ACCURATE mode on our 
recommended system specif ication as wel l .



Installation

To instal l the software, please fol low the steps below:

1. Go to our website – https://release.seventhsense.ai

2. Pick your OS and register your detai ls.

3. Check your email for a download l ink, server l icense f i le and l icense key

4. Cl ick the download l ink to download the f i le

5. Unzip the f i le on your physical machine or VM

6. Place the server-l icense.l ic f i le attached to your email in the unzipped 
folder as shown on the fol lowing page:

https://release.seventhsense.ai/


Installation



Installation
7. To install the product, open a command prompt 

and then run ./install.sh



Trying the API

If you installed the product on your 
own computer and didn’t change the 
default port, the API documentation 
page is available at 
http://localhost:7777/docs

The following page shows the 
documentation page.

http://localhost:7777/docs


Documentation



Authorization

If you installed the product on a VM, you would need to open 
port 7777 to access the page from outside the VM (or configure 
SSL termination at a load balancer and then call into the API)

In the mail you received while downloading the product, you 
were also provided with a license key. This license key serves to 
authorize requests with the API.

Please click the Authorize button on the documentation page and 
enter your l icense key as shown: 



Authorization



Authorized requests

Now we can make authorized requests to the API end-points. 
Let’s try to make a simple request to get a list of persons. To do 
so, please expand the GET /persons end-point as shown:



GET /persons



GET /persons
Now cl ick the Try it  out button. This wi l l  show you an Execute 

button. When you cl ick the Execute button, you wi l l  see a JSON 
response from the API:



From the result, we 
can see that there 
are no persons yet. 
Let’s add a person.



Base64 images

The API accepts and returns JSON. Since JSON is a 
text-based protocol,  images (which are binary) 
must be conver ted to a text-based representat ion.

Base64 is one such representat ion.

Thus, to upload an image of a person, we must 
f irst conver t the image to Base64. Most 
programming languages have l ibrar ies avai lable to 
conver t images to Base64.

For the purpose of this guide, we wi l l  use the 
fol lowing website to conver t an image to Base64:

https://base64.guru /conver ter /encode / image

https://base64.guru/converter/encode/image


Base64 
images

We will need the Base64 
text shown on the screen 
to register a person in the 
database. You can copy 
this text so that we can 
paste it in the API call.



POST /person
T o  a d d  a  p e r s o n ,  we  n eed  t o  c a l l  t h e  P O S T
/ p e r s o n  end - p o i n t .  

E x p a nd  t h e  e nd - p o i n t ,  c l i c k  T r y  i t  o u t ,  a nd  
t h en  e d i t  t h e  p o s t  b o d y  a s  s ho wn .  N o t e  t h a t  
t h e  t e x t  i n  t h e  i m a g e s  a r r a y  i s  t h e  o ne  we  
c o p i e d  f r o m  t h e  Ba s e6 4  web s i t e .

Y o u  c a n  r e g i s t e r  a  m a x i m um o f  t h r e e  i m a g e s  
p e r  p e r s o n  t o  i m p r o ve  a c c u r a cy .  I n  t h i s  c a s e  
we  a r e  r e g i s t e r i n g  o n l y  o ne .

H i t  t h e  E x e c u t e b u t t o n  t o  c o m p l e t e  t h e  A P I  
c a l l .



POST /person

The API returns a thumbnail array which 
includes registered images. Again, here the 
images are Base64 encoded.

You can copy the text for a thumbnail and 
see the image by visit ing:

https://base64.guru/converter/decode

Now that we have a registered person, we 
can search for the person by using a 
dif ferent image of the same person.

https://base64.guru/converter/decode


POST /search

Expand the POST /search end-point. 
As usual, click the Try it out button. 
Then paste a Base64 encoded image 
in the body.

Hit Execute to get results for the 
search.



POST /search

You can see the API returns Lee Hsien 
Loong in the results. 

Again, you can copy the thumbnail text 
and paste it on the Base64 decode 
website 
(https://base64.guru/converter/decode
/image) to verify that the thumbnail 
returned is the one that we registered 
earlier.

https://base64.guru/converter/decode/image


Other useful end-points

Apart from POST /person and POST /search, the API offers the 
following useful end-points:

POST /detect – Find and search for multiple people in a single 
image

POST /verify – Given a person’s id, verify that a supplied image is 
of the same person

POST /compare – For our most security conscious customers, this 
API call allows them to assign a similarity score between two sets of 
images, without storing anything in our database or index.



Trial Limits

The trial l icense restricts registrations to a maximum of 100 
registrations.

If you would l ike to obtain a l icense which permits more than 100 
registrations, you wil l need to provide the node id of your machine. 
The node id allows us to give you a l icense for a specif ic machine.

To obtain your node id, please run the following command on the 
machines /VMs where you installed API7 FR Server.

/opt/seventhsense/api7/bin/api7_app_server --node



Getting a production 
license

Please send your license key and the 
node id generated to 
support@seventhsense.ai

With this information, we can provide 
you with a node locked license that 
supports more than 100 registrations.

mailto:support@seventhsense.ai


Where is my data stored

API7 on-premises edition was designed to be installed locally 
requiring no external connectivity. Your data is stored on your 
computer’s /VM’s disk at /opt/seventhsense/api7/data/.

You can schedule a cron job to regularly backup this folder. 
Restoring data back is as easy as copying the data folder back.

There is no logging, or any “call home” mechanisms built into 
the product. You have complete control over your data and 
infrastructure.



What are /settings, /devices, /match, 
/alerts, /rules, /counts end-points?

In addit ion to providing a REST API for developers to use, Seventh Sense also 
has products l ike:

Terminal7 – a facia l recognit ion kiosk solut ion for vis i tor management, access 
control , etc.

Module7 – an AI edge solut ion for homeland security and defence

Server7 – a real-t ime video analytics solut ion for securi ty and survei l lance

These products per form inference at the edge whi le synchroniz ing data from a 
central API7 deployment. The end-points mentioned above al low these edge 
hardware to communicate and synchronize data (they are not for sof tware 
developers instead they are targeted at OEMs bui lding and sel l ing hardware).



Conclusion

We hope we have made it easy for you to get started with API7 
FR Server (on premises edition).

The API documentation page can be used to quickly get started 
in integrating Facial Recognition technology in your own use-
cases.

Please contact us at support@seventhsense.ai should you have 
any questions.

mailto:support@seventhsense.ai
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