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Introduction

Thank you for downloading API7 FR
Server. This guide will help you get
started with using the API7 FR
Server.

To install API7, you need a computer
running Ubuntu 18.04/20.04 LTS.

This can either be a physical machine
ora VM on AWS/Azure/GCP.




System Requirements

The following table lists the minimum and recommended specifications of
machines running the software:

Minimum Recommended

(ON) Ubuntu 18.04/20.04 LTS
Desktop or Server
CPU Intel Core i5 5t gen or  Intel Core i9 12t gen or
later later
Clock speed 2.2 GHz, 2 cores, 4 3.2 GHz, 16 cores, 24
threads threads
RAM 8GB 8GB
Free Disk Space 600MB 1GB

Performance will vary with the clock speed and number of cores for the

underlying hardware you are executing the server on.




Configuration

The setup package consists of an api7.ini file which can be used
to configure certain parameters to suit your needs and compute:

[API7]

The following are the important
parameters to adjust:

EnableClear = yes
: By default, this is set to

yes and the API provides a /clear
endpoint to remove all your data
ModelUsed = RMCFV1 (good for testing, but turn off in
production)

EnforceHTTPS = False : This can be configured to

either RMCFV1 or RLCFV1. It

determines the algorithm used for

Facial Recognition. RMCFV1 (default)

APIPort = 7777 presents a good trade-off between
speed and accuracy and RLCFV1 is our
best NIST validated model (#8
globally)




Configuration

Continued from last page:

[API7]

EnableClear = yes

ModelUsed = RMCFV1

EnforceHTTPS = False

APIPort = 7777

:When
enabled, this redirects all
requests starting with
http:// to https://

: This is the port
that the API will run on.
With 7777 (default), you
can access the API at:
http://localhost: 7777



Accuracy

As mentioned previously, API7 can be
configured to use one of two algorithms.
In the ModelUsed configuration in the
accompanying api7.ini file, you can set
the algorithm to either RMCFV1 or
RLCFV1, this algorithm should only be
configured once during the setup of your
deployment (do not change this after
enrolling persons).
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The RMCFV1 algorithm offers
a good trade-off between

speed and accuracy and is the
default.

Algorithm - RMCFV1

The results (on the left) show the algorithm evaluated on the
challenging I1JB-C dataset. The negative comparisons (different
persons) are shown in blue, while the positive comparisons (same
person) are shown in orange. There were 19,557 positive
comparisons and 15,638,932 negative comparisons.

The graph shows the algorithm’s similarity scores between pairs
of images. 0.66 when selected as a threshold separates the
positive pairs from the negative pairs - any match that has a
score of 0.66 or higher, can be considered to be the same person,
while any match with a lower score can be considered a different
person.

This is dataset specific, so if you are using an easier dataset (for
example frontal images), you can use a higher score as the
threshold for deciding if a person is a match or not.

There were 214 false positives and 1,002 false negatives for the
algorithm (on the IJB-C dataset of 15,658,489 total comparisons).



Algorithm - RLCFV1
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The RLCFV1 algorithm is
our NIST #8 ranked model
which is highly accurate,
state of the art, but
relatively slower than
RMCFV1.

The RLCFV1 algorithm is our best algorithm which is
highly accurate, NIST validated, and state of the art.

The results on the left show the model evaluated on
the same challenging IJB-C dataset. As you can see
from the results, both the number of false positives,
and the number of false negatives is reduced.
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The RLCFV1 algorithm
offers our NIST #8 ranked
model which is highly
accurate, state of the art,

but relatively slower than
RMCFV1.

Algorithm — RLCFV1

The following table shows the NIST evaluation of the
RLCFV1 algorithm over several difficult datasets:

MUGSHOT

VISA MUGSHOT Photos >=

VISABORDER BORDER WILD KIOSK
Photos Photos

Photos Photos Photos Photos

1 o- 1 o- 12 years . 1e- . . 1e- . 1e-
FMR:1e-6 FMR:le-5 FMR: 1e-5 FMR: 1le-6 FMR:1e-6 FMR: 1e-5 FMR: 1e-5

0.0047 0.0025 0.0031 0.0029 0.0338 0.0302 0.1014

At a specific False Match Rate (FMR), the table shows the
False Non-Match Rate (FNMR).



What are the NIST evaluation datasets?

VISA

« The number of images is on the order of 105.

 The number of subjects is on the order of 105.

« The number of subjects with two images on the order of 104.

« The images have geometry in reasonable conformance with the ISO/IEC 19794-5 Full Frontal image type.

+ Pose is generally excellent.

« The images are of size 252x300 pixels.

* The mean interocular distance (IOD) is 69 pixels.

 The images are of subjects from greater than 100 countries, with significant imbalance due to visa issuance patterns.
+ The images are of subjects of all ages, including children, again with imbalance due to visa issuance demand.
+ Many of the images are live capture.

* A substantial number of the images are photographs of paper photographs.

+« When these images are input to the algorithm, they are labelled as being of type "ISO”- see Table 4 of the FRVT API.



What are the NIST evaluation datasets?

VISA Images II

- The number of images is on the order of 106.

- The number of subjects is on the order of 106°.

- The number of subjects with two images on the order of 106.

« The images have geometry in reasonable conformance with the ISO/IEC 19794-5 Full Frontal image type.
« The images are of size 300x300 pixels. The mean interocular distance (IOD) is 61 pixels.

« The images are of subjects from greater than 100 countries, with significant imbalance due to visa
issuance patterns.

« The images are of subjects of all ages, including children, again with imbalance due to population and
immigration patterns and demand.

- All the images are live capture.

« When these images are input to the algorithm, they are labelled as being of type "ISO”- see Table 4 of the
FRVT API.



What are the NIST evaluation datasets?

Mugshot Images

. The number of images is on the order of 106.

. The number of subjects is on the order of 106,

. The number of subjects with two images on the order of 106.

. The images have geometry in reasonable conformance with the ISO/IEC 19794-5 Full Frontal image type.
. The images are of variable sizes.

. The median IOD is 105 pixels.

. The mean IOD is 113 pixels.

. The 1-st, 5-th, 10-th, 25-th, 75-th, 90-th and 99-th percentiles are 34, 58, 70, 87, 121, 161 and 297 pixels.
. The images are of subjects from the United States.

. The images are of adults.

. The images are all live capture.

. When these images are input to the algorithm, they are labelled as being of type "mugshot”- see Table 4 of
the FRVTAPI.



What are the NIST evaluation datasets?

Webcam Images

+ The number of images is on the order of 106.

e« The number of subjects is on the order of 106.

« All subjects have a webcam image, and a portrait image.

. The portrait images are in poor conformance with the ISO/IEC 19794-5 Full Frontal image type.
« The webcam images are taken with at camera oriented by an attendant toward a cooperating subject.
. This is done under time constraints so there are roll, pitch and yaw angle variation.

e Also, background illumination is sometimes strong, so the face is under exposed.

. There is sometimes perspective distortion due to close range images.

+ The images have mean IOD of 38 pixels.

. The images are all live capture.

. When these images are input to the algorithm, they are labelled as being of type "WILD”- see Table 4
of the FRVT API.



What are the NIST evaluation datasets?

Wild Images

« The number of images is on the order of 10°.

e« The number of subjects is on the order of 103.

« The number of subjects with two images on the order of 103.

« The images include many photojournalism-style images.

« Images are given to the algorithm using a variable but generally tight crop of the head.
« Resolution varies very widely.

« The images are very unconstrained, with wide yaw and pitch pose variation.
- Faces can be occluded, including hair and hands.

« The images are of adults.

« All of the images are live capture, none are scanned.

« When these images are input to the algorithm, they are labelled as being of type "WILD"”- see
Table 4 of the FRVT API.



What do the numbers mean?

(a) Visa | (b) Mugshot (c) Wild

MUGSHOT

MUGSHOT Photos >=

VISA Photos Photos

FMR:1e-6 years

FMR:le-5 FMR: 1e-5

VISA - A comparison of VISA photos with other VISA photos. If we're
allowed to misidentify 1 person in a million, we would correctly identify
people 1 - 0.0047 = 99.53% of the time (TAR = 1 — FNMR).

MUGSHOT - A comparison of MUGSHOT photos with other MUGSHOT
photos. If we're allowed to misidentify 1 person in a 100k, we would
correctly identify people 1-0.0025 = 99.75% of the time.

MUGSHOT >= 12 years - A comparison of MUGSHOT photos with other
MUGSHOT photos (with more than 12 years age difference between the two
photos). If we're allowed to misidentify 1 person in a 100k, we would
correctly identify people 1-0.0031 = 99.69% of the time.

VISABORDER (rank #8) - A comparison of VISA photos with webcam
photos. If we're allowed to misidentify 1 person in a million, we would
correctly identify people 1 - 0.0029 = 99.71% of the time.

Similarly for BORDER (BORDER vs BORDER), WILD (WILD vs WILD), and
KIOSK (KIOSK vs KIOSK)

VISABORDER BORDER WILD KIOSK

Photos

Photos Photos Photos

FMR: 1le-6 FMR:1e-6 FMR: 1e-5 FMR: 1e-5

0.0047 0.0025 0.0031

0.0029

0.0338 0.0302 0.1014



Accuracy

Apart from selecting between these two models, you can also select FAST as
your search mode, which optimizes for fast search over accuracy or ACCURATE
which prioritizes accuracy.

If you plan to use ACCURATE mode, and the RLCFV1 model, we recommend
that you choose a capable CPU (Xeon 37 generation is recommended) or a
bigger instance in the cloud.

However, if your planned search capacity is well under 5 RPS (Requests per
second), you can search using RLCFV1 model and ACCURATE mode on our
recommended system specification as well.



Installation

To install the software, please follow the steps below:

1.

2
3
4.
5
6

Go to our website — https://release.seventhsense.ai

. Pick your OS and register your details.

. Check your email for a download link, server license file and license key

Click the download link to download the file

. Unzip the file on your physical machine or VM

. Place the server-license.lic file attached to your email in the unzipped

folder as shown on the following page:


https://release.seventhsense.ai/

Ubuntu-20-04-1TSv2.0.0

Starred i api7.ini install.sh NOTICE server-
license.lic

i Home
Desktop . .

seventh- uninstall.sh
Documents sense-fr-
app-serv...

Downloads

Music
“server-license.lic” selected (3.5kB)

Installation



=1 seventhsense@seventh-sense-gpu-001: ~/Ubuntu-20-04-LTS-... Q = —

- $ ./install.sh
Using license in server-license.lic...
seventh-sense-fr-app-server does NOT exist, It will be installed.

Reading package lists... Done

Building dependency tree

Reading state information... Done

libgl-dev is already the newest version (1.3.2-1~ubuntu®.20.04.2).

® upgraded, @ newly installed, @ to remove and 71 not upgraded.

Created symlink /etc/systemd/system/multi-user.target.wants/seventh-sense-fr-app
-server.service — fopt/seventhsensefapi7/seventh-sense-fr-app-server.service.
Created symlink /etc/systemd/system/seventh-sense-fr-app-server.service — fopt/s
eventhsensefapi7/seventh-sense-fr-app-server.service.

skipping adding existing rule
Skipping adding existing rule (vé6)

: s

Installation

7. To install the product, open a command prompt
and then run ./install.sh



Trying the API

If you installed the product on your
own computer and didn’t change the
default port, the API documentation
page is available at
http://localhost:7/777/docs

The following page shows the
documentation page.

#eelection at the end -add »
_Ob.select= 1

_ob.select=1
ntext.scene.objects.actiw ‘

W "Selected” + str(modifier i
#sirror _ob.select = ©
bpy . context.selected_objs
#data.objects[one. name].sel

grint(~please select exacthy

_ OPERATOR CLASSES



http://localhost:7777/docs

© API7T-Swagger Ul x + A mE

&« > C (@ localhost:7777/docs| > ‘i&) oe&

& Printer

collections operations on collections A~
/collection Create Collection < o
/collection Update Collection > o

GET | /collection/{collection_id} Get Collection v B

Documentation



Authorization

If you installed the product on a VM, you would need to open
port 7777 to access the page from outside the VM (or configure
SSL termination at a load balancer and then call into the API)

In the mail you received while downloading the product, you
were also provided with a license key. This license key serves to
authorize requests with the API.

Please click the Authorize button on the documentation page and
enter your /icense key as shown:



© API7-Swagger Ul x  +

<« C @ localhost:7777/docs
@ Printer

Available authorizations

APIKeyHeader (apiKey)

Name: x-api-key
In: header
Value:

69e42ael-937a-4520-a6d4-3

Authorization



Authorized requests

Now we can make authorized requests to the API end-points.
Let’s try to make a simple request to get a list of persons. To do
so, please expand the GET /persons end-point as shown:



© API7-Swagger Ul x 4+ v — 0O
& = C @ localhost:7777/docs#/persons/get_persons persons_get > % O0&
@ Printer

|w FPET 30/ {PET DVII_LU f UBIEE PEISUN v -

[ GET /persons Get Persons ,\] &

Parameters Try it out

Name Description

skip
integer Default value : 0

(query)
minimum: ©

take

integer Default value : 20
(query)

maximum: 188 @ _

8 24

minimum:

order

string Available values : ASC, DESC
(query)

GET /persons



© API7-Swagger Ul x  + v - 0O x
& =2 C @ localhost:7777/docs#/persons/get_persons_persons_get = % O0@&

@ Printer

Name Description -

skip
integer

(query)
minimum: @

0

take
integer

(query)
maximum: 100
minimum: @

20

order [ = o
string
(query)

search
string
(query)

search

GET /persons

Now click the Try it out button. This will show you an Execute
button. When you click the Execute button, you will see a JSON
response from the API:



Responses

curl -X 'GET" \
"http://localhost:7777/persons?skip=f&tgke
-H 'accept: application/json’ \
a’

-H 'x-api-key: 93be9f0d-a%db-43106-8§

From.the result, we
can see that there

code botas are no persons yedt.
Let’'s add a person.

Response body

Request URL

http://localhost:7777/persons?skip=04

Server res ponse

{

“"count":
"persons”: []

}

Response headers

content-length: 24
content-type: application/json




Base64 images

The API accepts and returns JSON. Since JSON is a
text-based protocol, images (which are binary)
must be converted to a text-based representation.

Base64 is one such representation.

Thus, to upload an image of a person, we must
first convert the image to Base64. Most
programming languages have libraries available to
convert images to Baseb64.

For the purpose of this guide, we will use the
following website to convert an image to Base64:

https://base64.quru/converter/encode/image

28

%5

8%



https://base64.guru/converter/encode/image

© API7-Swagger Ul x & Imageto Base64|Base6: x  +

&< — € & base6d.guru/converterfencodefimage

& Printer

e s

Local File

Local File*

Choose file | Mo file chosen

Output Format

‘ Plain text - just the Base&4 value

Encode image to Base64

Basebd
UKSYKSSyh9RBL/pT y glLu 1INSV X7InacMTp rFMLIITBYFTQXeT/X C/+T0

FUuVSqU7nywtLZeUOggOmivCr/7Xf9abeTlnW5J20t+rF/f33//01i7NL19b/pd4eFcrkwPC381V9I9%0uc /¢
JOIHTW7yBvL2+061s rK9PxdHd39/PH]j600s+L29jbPwdcPrly50u/3x+0xuvLohXfffff58+fdbnddfbz70.
gzdv3j0ajZs3bwrf2dnpdDpXrisdbre/9alvffe73718+XK9Xn/161WtVstpEVOMgZPIRB3rlbpal4sVich ]
roruz02GQeOE6 IWORqFOWQGMI0yps69nzudgH6 tVpVKNFKpMs+siAhUTfnLOdkpqFCQJ28GwnQ6r1SKoSGawWo /A

niTXnonGkWaowWAd¥+01 n+asiiDtRAnal RKARToSaoNRTFRBWE 1 DOuTAZ ranfvlllwlal Coi IBWA ImCoIVGDowwi fal Tt

How to convert image to Base64 online

Base64
images

We will need the Base64
text shown on the screen
to register a person in the
database. You can copy
this text so that we can
paste it in the API call.




© API7-Swagger Ul X & Imageto Base64|Baset: X | +

&< —- C @ localhost:7777/docs#/persons/create_person_person_post

& Printer

m /person Create Person

Parameters Carv

No parameters

Request body "9 appli
{
"name": "Lee Hsien Loong"”,
"images": [
"iVBORWOKGgoAAA ... ORKSCYIIS"

]
}

POST /person

To add a person, we need to call the POST
/person end-point.

Expand the end-point, click Try it out, and
then edit the post body as shown. Note that
the text in the images array is the one we
copied from the Base64 website.

You can register a maximum of three images
per person to improve accuracy. In this case
we are registering only one.

Hit the Execute button to complete the API
call.




© API7-Swagger Ul x4 ImagetoBase64|Base6: x | + v -

& > C @ localhost:7777/docs#/persons/create_person_person_post = % 0O ,3
& Printer
._______________________________________________________________]
POST / erson
Code Details
201

Response body

e8811392-8d29-4a77-b846-7517bad67121",
"name" Lee Hsien Loong",
"thumbnails”: [

T h e A P I r e t u r n S a t h u m b n a i I a r ra y W h i C h : "/9j /4AAQSkZIRgABAQAAAQABAAD / 2wBDAAGGBgcGBQgHBWe JCQgKDBQNDAS LDBkSEwSUHRo fHhO

aHBwglC4nICIsIxwcKDcpLDAXNDQBHy cSPTgyPC4zNDL/2wBDAQkICQwLDBgNDRgyIRWhMj IyMj IyMjIyMj IyMj IyMjIyMj

. . . . TyMj TyMjIyMjIyMjIyMjIyMjIyMj IyHj IyHjIyMjL/wAARCABWAHADASIAAREBAXKER, 80AHWAAAQUBAQEBAQEARAARAAAAA
AECAWQFBgcICQoL/8QAtRAAAGEDAWIEAWUFBAQAAAFIAQIDAAQRBRINMUEGELFhBYJxFDKBkaEILOKxwRVSOTAKM2IyggkK

| n C u e S re g | S e re | | | | a g e S . g a | n e re e FhcYGRoL11coKSoBNTY30Dk6QORFRKAISUPTVFVWY 1hZwnNkZWZnaGlqc3R1dnd4eXqDhIWGh41iipKTLINWL51ZmgK j pki
/ mp6ipqrkztLW2t7i5usLDxMXGx8] JytLTINXW19jZ2ulid+T15ufo6erx8vPe9fh3+Pn6 /8QAHWEAAWEBAQEBAQEBAQAAAA

ARARECAWQFBgcICQoL/8QAtREAAGECBAQDBACFBAQAAQI3AAECAXEEBSExBhIBUQdhcRMiMoEIFEKRobHBCSMZUVAVYNLRC

a hYKNOEL8RcYGRom]ygpKjU2Nzg50kNERUZHSE LKU1RVVLAYWVpjZ6Um22hpanNadXZ3eH16go0EhYaHi ImKkpOU1ZaXnIma
I m a e S a r e B a S e 6 4 e n C o d e d oqokpaanqKmqsro8tba3uLméws PExcbHyMnKe tPUldbX2NnaduPk5ebn60nq8vPaaTh3+PnG/90ADAMBAATRAXEAPWBNMHY
L] QXV/FZ27zT0AqjNVpbj YUwQMnnPXjkge9ctrL3VzOwnDR26+vAPAreqeatD2KuLVOLS317zVp9QuRLLna5/dgTwoHtVVLkS
uiNsHG/B/yKqB1luo2A2RhQDjs06/nzVouw2gDbn7oHGBXG2e025yudzZhmme 18t 7Vww5j 1fJ+oNRyTrLDgkCVechenvBAz

qO3WYRg+Y+FXcabKjb92TuBzWfMi/Zs17C+PKNHLIHCDHPRg f FtWLG414QYAyDn,/PvernrvUVaqqoAuCmfXqBkdPzrTiuly

4zEAi9AckY+1S5IFBNQ295GUP3/TrnH6VoRzzmIKI tkRPLsM8en0Af1rnUvLds 18qIBKLGD1+vEBA3apRPHOKr20Cxtgdkes

x7gdv1pXBxZNcu7bljDRTLINjEgWCBnP4Gurenxlgxsodl8rECreQ8ecYHrkV57HCyKDLiv+9zwR6/ riw9oGoLZa3ClyGEUS

You can copy the text for a thumbnail and o R A s e T
rHsY560fQfSvL5nLVn8bbe5ImNORHK4AbNGCS /wrQtwlZUcINVSAWSm3DP T j 6SAcNHOXXRZNuqRgVESWRpShd LxGAUVGW3N
see the image by visiting:

BoqZY8/SrEEG5+K5uY70QrJAS0CtWAo8EL16Z61dW22DdUkNmBhyBxSuNRKgtAZrtIx3I7VpIZ4DKMTMABR/n6VIsIiwvbvi
KARLTGACq TiUTK1K3WCKPaA/UEY6is26uJHkCMuMKQCBLAX /Xn863Ly IHpSIGcg+mKyrQpdia@l jQyodabHgB3 /DB riks
X i wotazZ Px9 23 w51GSB67 P e P

tl
I 0 1DDyyi0 i K omK

https://base64.quru/converter/decode

Now that we have a registered person, we
can search for the person by using a
different image of the same person.


https://base64.guru/converter/decode

© APIT-Swagger Ul X & ImagetoBase6d |Baset: x | + ~ — 0 %
€& > C @ localhost:7777/docs#/search/search_from_one_or_more_images_of same_person_search p... » Yr O 3 H S e a I ‘

@ Printer
Search Face search and detection

[od [ m= 1 Expand the POST /search end-point.
As usual, click the Try it out button.
3 Then paste a Base64 encoded image

"images™: [
] "/9i/4AAQSkZIR ... bBBgRPd//20=="

y "search_mode": "ACCURATE" i n t h e b O d y .

Hit Execute to get results for the

search.



POST /search

You can see the API returns Lee Hsien
Loong in the results.

Again, you can copy the thumbnail text
and paste it on the Base64 decode
website

(https://base64.guru/converter/decode
/image) to verify that the thumbnail
returned is the one that we registered
earlier.

© API7-Swagger Ul x & ImagetoBase64|Basess x | + v - 0O
<« C @ localhost:7777/docs#/search/search_from_one_or_more_images_of same_person_search_p... » ¥ [ ,3
@ Printer

Request URL

http://localhost:7777/search

Server response

Code

200

Details
Response body

8811392-8d29-4a77-b846-7517bad6712f",
me' Lee Hsien Loong",
“thumhnaxls“

= s e

“thumbnax'l /9] /4AAQSkZIRGABAQAAAQABAAD,/ 2wBDAAGGBgCGBOgHBWC ] CQgKDBONDAS LDBKSEwSUHRoTH
hoaHBwgJ C4nICIsIxwcKDcpLDAXNDQBHyc5PTgyPC4zNDL/2wBDAQkICQwLDBgNDRgy IRwhMj IyMj TyMj IyMjIyMjIyMjIy
Mj LyMj IyMj IyMjTyMj IyMjIyMj IyMj IyM; IyMj IyMjL/wAARCABWAHADASTARREBAXER /8QAHWAAAQUBAQEBAQEAAAAARAA
AAARECAWQFBgcICQoL/8QAtRAAAGEDAWIEAWUFBAQAAAFSAQIDAAQRBRINMUEGELFhByxFDKBkaEII0KxwRVSOfAkM2Jygg
kKFhcYGRolJicoKSoONTY30Dk6QORFRkdISUPTVFVWV1hZWmNkZWZnaGlqc3R1dnd4eXqDhIWGh4i)ipKTLIWWLSiZmgK]p
KWmp6ipqrKztLW2t7i5usLDxMXGx8]IytLTINXW19jZ2uHi4+T15ufoberxB8vPO9fh3+Pn6,/ 8QAHWEAAWEBAQEBAQEBAQAA
AAARAAECAWQFBgcICQoL/BOAtREARGECBAQDBACFBAQAAQISAAECAXEEBSEXBhIBUQdhcRMiMoEIFEKRObHBCSMZUVAVYNL
RChYKNOEL8RcYGRomJygpKjU2Nzg50kNERUZHSELKU1RVV1dYWVpj ZGUmZ2hpanNadXZ3eH1 6go0EhYaHiInKkpOULZaXmd
maoqOkpaangKmgs rodtba3ulméws PExchHyMnKetPUldbX2NnaduPk5ebn60nq8vPa3fh3+Pn6,90ADAMBAAIRAXEAPWENM
+90XV/FZ27zTOAqjNVpbjYUwQMnnPXjkge3ctrL3Vz0wnDR26+vAPAraqaetD2KuLVOLS3I7ZVp9QuRLLNa5/dqTwoHtVVL
k8uiNsHG/B/yKqB1luo2A2RhQDj s06/nzVouw2gDhn7 cHGEXG2e025yudzZhmme 18t 7Vwws ] L f1+oNRyTrLDgkCVechenvs
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https://base64.guru/converter/decode/image

Other useful end-points

Apart from POST /person and POST /search, the API offers the
following useful end-points:

POST /detect - Find and search for multiple people in a single
image

POST /verify — Given a person’s id, verify that a supplied image is
of the same person

POST /compare - For our most security conscious customers, this
API call allows them to assign a similarity score between two sets of
iImages, without storing anything in our database or index.



Trial Limits

The trial license restricts registrations to a maximum of 100
registrations.

If you would like to obtain a license which permits more than 100
registrations, you will need to provide the node id of your machine.
The node id allows us to give you a license for a specific machine.

To obtain your node id, please run the following command on the
machines/VMs where you installed API7 FR Server.

/opt/seventhsense/api7/bin/api7_app_server --node



Getting a production e

api7/binfapi7_app_server --node
[1] Using AVX2 InstructionSet!

[
I I C e n S e J/clear is enabled
Model Used = RMC
p : L i
deBb629a5315b 209¢

Please send your license key and the
node id generated to
support@seventhsense.ai

With this information, we can provide
you with a node locked license that
supports more than 100 registrations.



mailto:support@seventhsense.ai

Where is my data stored

API7 on-premises edition was designed to be installed locally
requiring no external connectivity. Your data is stored on your
computer’'s/VM’s disk at /fopt/seventhsense/api7/data/.

You can schedule a cron job to regularly backup this folder.
Restoring data back is as easy as copying the data folder back.

There is no logging, or any “call home” mechanisms built into
the product. You have complete control over your data and
infrastructure.



What are /settings, /devices, /match,
/alerts, /rules, /counts end-points?

In addition to providing a REST API for developers to use, Seventh Sense also
has products like:

Terminal7 - a facial recognition kiosk solution for visitor management, access
control, etc.

Module7 - an Al edge solution for homeland security and defence
Server7 - a real-time video analytics solution for security and surveillance

These products perform inference at the edge while synchronizing data from a
central API7 deployment. The end-points mentioned above allow these edge
hardware to communicate and synchronize data (they are not for software
developers instead they are targeted at OEMs building and selling hardware).



Conclusion

We hope we have made it easy for you to get started with API7
FR Server (on premises edition).

The API documentation page can be used to quickly get started
in integrating Facial Recognition technology in your own use-
cases.

Please contact us at support@seventhsense.ai should you have

any questions.


mailto:support@seventhsense.ai

	API7 User Guide
	Introduction
	System Requirements
	Configuration
	Configuration
	Accuracy
	Algorithm – RMCFV1
	Algorithm – RLCFV1
	Algorithm – RLCFV1
	What are the NIST evaluation datasets?
	What are the NIST evaluation datasets?
	What are the NIST evaluation datasets?
	What are the NIST evaluation datasets?
	What are the NIST evaluation datasets?
	What do the numbers mean?
	Accuracy
	Installation
	Installation
	Installation
	Trying the API
	Documentation
	Authorization
	Authorization
	Authorized requests
	GET /persons
	GET /persons
	From the result, we can see that there are no persons yet. Let’s add a person.
	Base64 images
	Base64 images
	POST /person
	POST /person
	POST /search
	POST /search
	Other useful end-points
	Trial Limits
	Getting a production license
	Where is my data stored
	What are /settings, /devices, /match, /alerts, /rules, /counts end-points?
	Conclusion

